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Rob your
wizard hat
has arrived.




Shout out
to
Ed Newman.
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A Look Ahead &

We Learned Some
Things
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The Connected
Neighborhood
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lLL Accelerating loT in the Midwest

ITA Internet of Things Council
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lol EMERGING AS THE NEXT MEGA-TREND

et of Things (loT) is emerging as the third wave in the development of the Inter
Personal lives, workplace productivity and consumption will all change.

DEVICES CONNECTED TO THE INTERNET
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et of Things (loT) is emerging asfthe third wave jn the development of the Inter
Personal lives, workplace productivity and consumption will all change.
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LLION TRIGmEN MICHIOL “ TRILLION
ombeddedare =~ WL

Connected People Revenue O

o |

Source: Mario Morales, IDC

By 2020, the Internet of Things will have achieved “critical mass”. Linking enormous intelligence in the cloud
to billions of mobile devices and having extremely inexpensive sensors and tags embedded in and on every-

thing, will deliver an enormous amount of new value to almost every human being. The full benefits—in terms
of health, safety and convenience—uwill be enormous.
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WHAT DOES
THE
HOME OF THE
FUTURE LOOK
LIKE?
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Mobile Data Terminal Relational Database Structure

anufacturer
ct Information

Mob
Specifi

MDT Mfg ID

MDT Mfgr Name
MDT Mfg Address 1
MDT Mfg Address 2
MDT Mfg Address 3
MDT Mfg City

MDT Mfg State/Prov
MDT Mfg Mail Code

ct e-mail
site

ITS Supplier
Contact Information

ITS Splir Rec ID
ITS Spir ID

ITS Splr Name

ITS Splr Address 1
ITS Splr Address 2
ITS Splr Address 3
ITS Splir City

ITS Splr State/Prov
ITS Splr Mail Code
ITS Spir Country
ITS Spir Phone
ITS Splr Fax

ITS Splr e-mail

ITS Splr contact name
ITS Splr contact e-mail
ITS Splr web site

Edit Date

Description
MDT Spec Rec ID
MDT Mig ID

MDT Model Name
MDT Model ID
Dim L-H-D
Weight

Enclosure

Processor
ProcsrMfgr
ProcSpd

No RS-232C bse
No CF slots bse
No USB pris bse
No Opt RS-232C
No of Opt CF

No of Op USB
Base memory
SDRAM bse

Flash bse

BatteryRAM
Expanded memory
SDRAM expnd

Flash expnd

udio ou
Audio in

GPS

modem

ta Termi

ular public data

modem
900/1800/1900 MHz GSM/
GPRS Eu
GSM/GPRS-CDMA-IDEN
T/BD

Mobile power supply
Volts

Amps

Portable power supply
Re Ni-MH
Re Li-Poly

Edit Date

o]
ITS Prod-Srvc ID
ITS Spir ID

ITS Prod-Srvc Name
ITS Prod-SrceType
ITS Prod-Srvc Dscrptn
Edit Date

POSITION NAME |KEYWORDS

ORGSIZE
TRANSIT

MODE CODE
AGENCY

FUND CODE
TABRAND #FR BUSES
DEPARTMENT

#DR VEH
ADDRESS1

#RAILCARS
ADDRESS2

UZACODE
ADDRESS3
oy 2MDT Y/N

2AVL Y/N
STATE e
APCODE ;eps :r,;:
ZIP4

EMAIL1
EMAIL2

Transit Agency Survey

Informati

Responses to
short form
Temp file

Consolidated

survey
responses

SC-08 A-1-4

Table Design

Input Forms

Queries

(MS ACCESS 2003)

Standard Reports
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THE FIRST WAVE:

BEHAVIORAL

&
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PERFORMANCE






WHAT DO
THEY DO?
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WHAT DO
THEY DO?

you say to [
10% off on
this

shirt?




WHAT DO
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SALES & DISCOVERY PROPERTY & HOME OUTDOOR SIGNAGE COMMUNITY
CENTERS TOURS AMENITIES
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SECURITY
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VirginiaTech

Advanced Research Institute







BE 0SS

Open Source Architecture

BEMOSS is an open source operating
system that is built upon VOLTTRON
- a distributed agent platform
developed by Pacific Northwest
National Laboratory (PNNL).

VOLTTRON™
Llnux& B 4
ubuntu®

Cost Effective

BEMOSS is built upon a robust open
source platform that can operate on
a low-cost single-board computer,
such as Beaglebone. This feature
can contribute to its rapid
deployment in small- or medium-
sized commercial buildings.

&:beagleboard




BE 0SS

Manufacturer Friendly

BEMOSS is designed to make it easy
for hardware manufacturers to
seamlessly interface their devices
with BEMOSS.

Developer Friendly

BEM\O’SS App Store BEMOSS is also designed to allow
| Domand Response software developers to easily
Free Avpe contribute to the platform by adding
1. additional BEMOSS functionalities
. " and applications. Software
Thormostst Scheduler - Lighng Scheduler o Loy developers can add new Apps to

BEMOSS App Store.



Interoperability

BE 0SS

BEMOSS is designed to work with load control devices from different manufacturers that operate on different communication technologies and data exchange
protocols. These include both new commercially available products that operate on Ethernet, WiFi and Zigbee, as well as legacy devices that operate on serial
communications using Modbus RTU and BACnet MS/TP protocols.

Currently, BEMOSS supports the
following prevalent communication
technologies: Ethernet (IEEE 802.3),
Serial (RS-485), Zigbee (IEEE
802.15.4) and WiFi (IEEE 802.11).

& IEEE
802.3

Ethernet

[80% 15.4

ZigBee

RS-485

Serial

/B85 o
T

£ BACnhet

WEB

@ ZigBee

Smart Energy Profile (SEP)

Supported data exchange protocols
include: BACnet, Modbus, Web,
Zigbee API, OpenADR and Smart
Energy (SE) protocols.



BE 0SS

Scalability and Ease-of-deployment

With its multi-layer architecture,
BEMOSS can be initially deployed in
one zone, and easily expandable to
the entire building.

Plug and Play

BEMOSS is designed to
automatically discover supported
devices in a building. Once
discovered, devices can be
monitored and controlled for the
desired function.




S,
BE 0SS
COMMERCIAL

&
RESIDENTIAL




ISSUE 2:
SECURITY




BUILDI TSECURE LY




N

BUILDITSECURE.LY

Our Goals for the "Internet of Things"

© FOCUS effort towards crowd-funded, small commercial and bootstrapped vendors
¥ BUILD partnerships and goodwill between loT vendors and the security community
v/ COORDINATE efforts to incentivize security researchers for reporting vulnerabilities
[#s CURATE informational resources to help educate vendors on security best practices

a PRESENT research at relevant events and be a point of contact for press inquiries
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